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Content Checking Resources 
Spammy Words 
https://www.sendx.io/help/list-of-spam-trigger-words  

https://blog.hubspot.com/blog/tabid/6307/bid/30684/the-
ultimate-list-of-email-spam-trigger-words.aspx  

Suspicious Subjects 
https://www.mequoda.com/articles/audience-
development/subject-line-spam-trigger-words/  

https://www.omnisend.com/subject-line-tester/  

Spamminess Engines 
https://www.mail-tester.com/  

https://neverbounce.com/  

https://emailable.com/ 

https://glockapps.com/inbox-email-tester/  

Understanding the Law 
https://www.ftc.gov/tips-advice/business-
center/guidance/can-spam-act-compliance-guide-
business 

Content Tips 
 Avoid embedding forms in your message – the 

submit button likely uses Java. 
 Use common fonts (Arial, Verdana,  Helvetica) 
 Include Alt-text for images 
 Max Width 600-800px 
 Optimize images to reduce size 

https://www.sendx.io/help/list-of-spam-trigger-words
https://blog.hubspot.com/blog/tabid/6307/bid/30684/the-ultimate-list-of-email-spam-trigger-words.aspx
https://blog.hubspot.com/blog/tabid/6307/bid/30684/the-ultimate-list-of-email-spam-trigger-words.aspx
https://www.mequoda.com/articles/audience-development/subject-line-spam-trigger-words/
https://www.mequoda.com/articles/audience-development/subject-line-spam-trigger-words/
https://www.omnisend.com/subject-line-tester/
https://www.mail-tester.com/
https://neverbounce.com/
https://emailable.com/
https://glockapps.com/inbox-email-tester/
https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business
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Infrastructure Resources 
Checking the Blacklists 
https://mxtoolbox.com/blacklists.aspx  

Checking with the Major Players 
 Run a quick check at IsNotSpam 
 Following gmail’s list of Sender Guidelines.  
 Use Gmail’s Postmaster Tools  

o Visibility into your current domain reputation, 
IP reputation, spam complaint rate, and other 
deliverability statistics.  

o Interpreting what you see 
 Senders using a dedicated IP address can request 

access to Microsoft's Smart Network Data 
Services (SNDS) – (their version of Postmaster 
tools).  
o In addition, senders can enroll in 

Outlook’s Junk Email Reporting 
Program (JMRP) feedback loop service to 
receive copies of messages their recipients have 
marked as spam.  

o If you are following best practices and still 
encountering deliverability issues, you 
can submit a support ticket to Microsoft 
directly. 

 SenderScore.org - Sender Score by Return Path is 
probably the best known service that tracks email 
sender reputations.  
o They say: “senders scoring 91-100 (the best 

possible reputation score) saw 92 percent of their 
messages delivered to the inbox. For senders scoring 
70 or below, only a small fraction of messages were 
actually delivered.” 

Infrastructure Tips 
 Changing providers / domains / senders = a change 

of sender. Your IP reputation score will take a 
temporary hit 

o If you have a list over @ 30k, make 
changes gradually – migrate just your 
most-engaged first so that the ‘new’ 
actor will have good engagement 
(opens, click-through) 

o Once a few good results have 
established your new identity as legit, 
add remaining subscribers in waves, 
based on engagement history.  

o Don’t migrate the last wave – cull them. 

https://mxtoolbox.com/blacklists.aspx
http://isnotspam.com/
https://support.google.com/mail/answer/81126?hl=en
https://www.gmail.com/postmaster/
https://docs.microsoft.com/en-us/dynamics365/marketing/google-postmaster
https://sendersupport.olc.protection.outlook.com/snds/FAQ.aspx?wa=wsignin1.0
https://sendersupport.olc.protection.outlook.com/snds/FAQ.aspx?wa=wsignin1.0
https://sendersupport.olc.protection.outlook.com/snds/JMRP.aspx
https://sendersupport.olc.protection.outlook.com/snds/JMRP.aspx
https://support.microsoft.com/en-us/supportrequestform/8ad563e3-288e-2a61-8122-3ba03d6b8d75
https://support.microsoft.com/en-us/supportrequestform/8ad563e3-288e-2a61-8122-3ba03d6b8d75
https://senderscore.org/
https://mxtoolbox.com/blacklists.aspx
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About SPF, DKIM, and DMARC 

1. This is high geekery. Find someone who 
understands it.   

2. Your buddy who fixes PCs is not that person.  
You need a skilled network geek who plays with 
routers and firewalls all day. 

3. If you want to try it yourself, there are resources 
that can help. They will vary based on who your 
domain provider is and who your mail provider 
is. Some general info to get you started, and help 
you identify the search terms you’ll need to find 
your answers: 

a. Google’s SPF Instructions 
b. Google’s DMARC Instructions 
c. Understanding SPF (moderately techie) 
d. SPF and DKIM for Beginners 
e. DKIM (moderately techie) 

https://support.google.com/a/answer/33786?hl=en
https://support.google.com/a/answer/2466580?hl=en&ref_topic=2759254
https://emmanuelbernard.com/blog/2015/03/26/SPF-for-dummies/
https://woodpecker.co/blog/spf-dkim/
https://securityintelligence.com/understanding-the-spf-and-dkim-spam-filtering-mechanisms/
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Mail Marketing Platform Resources 
List Management Tips 
 1 in 3 subscribers changes addresses each year 
 Cull subscribers who 

o Haven’t engaged in 9-12 months 
o Give multiple soft bounces 
o Give a single hard bounce 

A/B Testing Tips 
If you’re getting routed to the junk folder too often, A/B 
testing can help you determine why. 

For testing purposes, you can create a subscriber list that 
just consists of your mail accounts. If you’re getting a lot 
of blocks, you can experiment and see how your 
providers respond. 

 Variables to test 
o Links. If one of your links / too many links 

is getting you routed to spam, 
removing/varying links will help you 
identify 

o Content. Change the words. Remove a 
paragraph. Change the subject. 

o Content. Remove everything. If your 
message still goes to junk – your domain or 
IP reputation is likely the problem. 
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